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Windows 7 for IT Professionals: Make Users Productive Anywhere
Access Information from Anywhere

According to several industry analyst firms, 2008 marks the point at
which more portable PCs will be deployed in U.S.-based enterprises
than desktop PCs. This transition is a clear indicator of the desire

for increased mobility, whether users are traveling for business or
simply taking work home at night. In addition, a growing number

of companies are enabling users to work at home using their own
computers, or to use any PC to access enterprise applications remotely.
In short, flexible access to applications and data from work, home, and
other locations is an essential component of any enterprise IT strategy.

With Windows 7, it's easy for users to get connected and stay connected,
regardless of location or type of network. Windows 7 not only supports
end user needs, but also enables IT professionals to meet those needs in

a more secure, reliable, flexible, and cost-effective manner.

DirectAccess enables remote users to access the
corporate network anytime they have an Internet
connection, without the extra step of initiating a VPN
connection—and thus increases their productivity when
out of the office. For IT professionals, DirectAccess
provides a more secure and flexible corporate network
infrastructure to remotely manage and update user PCs.
DirectAccess simplifies IT management by providing an

“always managed" infrastructure, in which computers

both on and off the network can remain healthy,
managed, and updated.

With DirectAccess, IT professionals maintain fine-grained
control over which network resources users can access.
For example, Group Policy settings can be used to
manage remote user access to enterprise applications.
DirectAccess also separates Internet traffic from

access to internal network resources, so that users can
access public Web sites without generating additional
communications traffic on the corporate network.

To take advantage of DirectAccess, IT professionals need
to deploy Windows Server 2008 R2 and implement IPv6
and IPSec.

Although DirectAccess offers strong benefits, some
companies will not be able to implement the necessary
infrastructure right away. In the meantime, VPN
Reconnect (described under Windows 7 for End Users)
enhances the connectivity experience for end users who
rely on VPN connections, thereby reducing support costs
and help desk calls for IT professionals.



RemoteApp and Desktop Connections

With concerns over security, continual cost pressures,

and the need to support remote users, companies are
looking for ways to host client applications centrally—on
servers in their data centers. For many years, Microsoft
Terminal Services technology has enabled IT professionals
to do just that. However, in previous versions of Windows,
the end user experience for Terminal Services-hosted
applications was noticeably different than their experience
for client-hosted applications. The user interface for those
applications was not as rich, and users couldn't launch
them from the Start menu.

Windows 7 provides a better user experience when
connecting to Terminal Services in Windows Server
2008 R2. Users can more easily connect to remote
applications and remote desktop sessions from any
Windows 7 PC, whether in the office or on the road.
After a connection is established, users can access
remote applications or desktops from the Start menu,
just like they do for local applications. Applications
launch, look, and feel just like they do when running
locally. New applications that IT professionals make
available automatically appear on the Start menu, so
that users always have access to the latest programs.

Improved Roaming User Profiles

Windows 7 makes Roaming User Profiles more useful

and reliable by enabling IT professionals to automatically
synchronize users' profiles with the server while users are
still logged on. Prior to Windows 7, this synchronization
occurred only when users logged off. With this
improvement, users can roam from one PC to another
while remaining logged in to both PCs—and still have the
same consistent environment.

BranchCache

Recent studies indicate that the number of branch
offices—as well as the number of employees who

visit those branch offices—is increasing. However, the
productivity of branch office users can be negatively
affected by network bandwidth limitations and latency
in application response times. Some existing tools that
Microsoft has provided to help IT professionals in this
area include Background Intelligent Transfer Service in
Windows XP and the Distributed File System Replication
service in Windows Server 2008.

Improved Folder Redirection and
Offline Files

As discussed in Windows 7 for End Users, Folder
Redirection and Offline Files provide a convenient way for
users to access files stored on a central server when not
connected to the corporate network, with improvements
in Windows 7 reducing initial wait times. Windows 7

also enables IT professionals to better manage Folder
Redirection and Offline files. For example, they can use
Group Policy to prevent specific types of files (such as
music files) from being synchronized to the server. In
addition, because Offline Files operates in a “usually
offline” mode when users are not connected to the same
local area network as the central server, performance is
improved for branch office and remote access scenarios.
Administrators can also control when offline files are
synchronized with the server, set up specific time intervals
for synchronization, block-out other times for purposes
of bandwidth management, and configure a maximum
“stale” time after which files must be resynchronized.

Windows 7 introduces BranchCache, the next step

for improving end user productivity in branch offices.
BranchCache caches content from remote file and Web
servers in the branch location, so that users can more
quickly access this information. The cache can be hosted
centrally on a server in the branch location, or can be
distributed across user PCs.

BranchCache supports the same network protocols that
are commonly used in enterprises—namely, HTTP(S)

and SMB—so that any applications based on these
network protocols can automatically benefit from the
technology. For example, because Windows Media Player
uses the HTTP protocol, internal training videos can be
cached and thus viewed efficiently by branch office users.
BranchCache also supports network security protocols
(such as SSL and IPSec), ensuring that only authorized
clients can access requested data.

To take advantage of BranchCache, IT professionals need
to deploy Windows Server 2008 R2.
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Windows 7 for IT Professionals: Enhance Security and Control



Windows 7 for IT Professionals:

Enhance Security
and Control

Viruses, spyware, root kits, and phishing scams pose a constant risk to users
today. Windows 7 builds upon the proven security lineage of Windows
Vista, retaining the multiple layers of defense that made Windows Vista

the most secure version of the Windows client to date. At the same time,
Windows 7 responds to requests from IT professionals to make the security
features in Windows Vista more usable and manageable, and delivers

new security features to help IT professionals more effectively address the
continually evolving threat landscape.

As discussed in the Windows 7 For End Users section, Windows 7 was
designed and developed using Microsoft's Security Development
Lifecycle—and builds on the defense-in-depth security enhancements

in Windows Vista, which form the foundation for Windows 7 security.
Windows 7 is supported by Windows Update, Automatic Updates,
Microsoft Updates, and a Software Update Validation program that
provides rigorous testing of updates before they're released to customers.
In addition, Windows 7 is engineered to support Common Criteria
requirements to achieve Evaluation Assurance Level 4 certification and
Federal Information Processing Standard 140-2 evaluation.

IT professionals can take advantage of Advanced Group Policy
Management and other features in the Microsoft Desktop Optimization
Pack to further enhance security and control.
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Protect Data on PCs and Devices

Windows 7 addresses the continued threat of data leakage with
deployment and manageability updates to BitLocker™ Drive Encryption
and the introduction of BitLocker To Go, which provides data protection

for removable storage devices such as USB flash drives and portable
hard drives. So whether users are traveling with their laptops, sharing
large files with trusted partners, or taking work home, BitLocker-
protected devices help ensure that only authorized users can read the
data, even if the physical media is lost, stolen, or misused. Best of all,
BitLocker protection is easy to deploy and intuitive for the end user,
while leading to improved compliance and data security.

In Windows 7, core BitLocker functionality is enhanced
to deliver an improved experience for IT professionals
and end users—from simple enhancements such as
the ability to right-click on a drive to enable BitLocker
protection to the automatic creation of the required
hidden boot partition. With Windows Vista, customers
who deployed BitLocker after the operating system was
installed had to potentially repartition the hard drive
on each user’s PC to create the second, hidden boot
partition required by BitLocker. Windows 7 creates that
second partition automatically, upon installation, greatly
simplifying BitLocker deployments.

BitLocker in Windows 7 also adds Data Recovery Agent
(DRA) support for all protected volumes. In Windows
Vista, IT professionals had to maintain a unique recovery
key for each BitLocker-encrypted volume. With DRA
support, which was a common request from enterprise
customers, IT professionals can dictate that all BitLocker
protected volumes (OS, fixed, and the new portable
volumes) are encrypted with an appropriate DRA, giving
them a single key with which they can recover data on
any BitLocker-encrypted volume.

BitLocker To Go gives system administrators control
over how removable storage devices can be used and
the strength of protection required. Administrators can
require data protection for writing to any removable
storage device while still allowing unprotected storage
devices to be used in a read-only mode. Group Policy
can also be used to require strong passwords or a
smart card for protected removable storage devices.
Finally, BitLocker To Go provides configurable read-only
support for removable devices on older versions of
Windows, allowing users who are running Windows 7 to
share BitLocker-protected files with users who are still
running Windows Vista and Windows XP.

(Note: Read-only support for removable devices on older
versions of Windows is not available in the PDC build.)



Protect Users and Infrastructure

Users who run unauthorized software can experience a higher
incidence of malware infections and generate more help desk calls.
However, it can be difficult for IT professionals to ensure that user
desktops are running only approved, licensed software. Windows Vista
supported Software Restriction Policy, which IT professionals could use
to define a list of applications that users can or cannot run. Windows 7
reenergizes application control policies with AppLocker.

ApplLocker™

AppLocker is a flexible, easily administered mechanism
that enables IT professionals to specify exactly what

is allowed to run on user desktops. It provides the
flexibility to allow users to run the applications,
installation programs, and scripts they need to be
productive. With this capability, IT professionals can
realize the security, operational, and compliance
benefits of application standardization.

AppLocker provides simple, powerful, rule-based
structures for specifying which applications can run.

It introduces “publisher rules” that are based on an
application’s digital signature, making it possible to build
rules that survive application updates. For example, an
organization can create a rule to “allow all versions
greater than 9.0 of the program Acrobat Reader to run
if it's signed by the software publisher Adobe! In this
way, when Adobe updates Acrobat, IT professionals can
safely deploy the application update without having to
build another rule for the new version of Acrobat.
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Build on Windows Vista Security Foundation

As IT professionals work to meet new end user needs, security remains
a constant concern. Windows 7 builds upon the proven security lineage
of Windows Vista, retaining the multiple layers of defense that have
made it the most secure version of the Windows client to date. As
mentioned in the Windows 7 for End Users section, Windows 7 was
designed and developed using Microsoft's Security Development
Lifecycle (SDL), with the defense-in-depth security enhancements

of Windows Vista forming the foundation for Windows 7 security.
Windows 7 not only builds on these enhancements to improve security,
it also includes enhancements that make security management easier

for IT professionals.

In Windows Vista, firewall policy is based on the “type”
of network connection established—such as Home,
Work, Public, or Domain (which is a fourth, hidden
type.) However, this can present security obstacles for
IT professionals when, for example, a user connected
to the Internet through a “Home" network then uses a
virtual private networking to access to the corporate
network. In such a case, because the network type (and
thus the firewall settings) had already been set based
on the first network to which the user connected, the
firewall settings appropriate for accessing the corporate
network could not be applied.

Windows 7 alleviates this source of pain for IT
professionals through support for multiple active firewall
policies, enabling user PCs to obtain and apply domain
firewall profile information regardless of other networks
that may be active on the PC. Through such capabilities,
which are among the top features requested by
enterprise customers, IT professionals can simplify
connectivity and security policies by maintaining a single
set of rules for both remote clients and clients that are
physically connected to the corporate network.

Password-based authentication has well-understood
security limitations; however, deploying strong
authentication technologies remains a challenge

for many organizations. Building upon the smart

card infrastructure advances made in Windows Vista,
Windows 7 eases smart card deployment through
support of Plug and Play. Drivers required to support
smart cards and smart card readers are automatically
installed, without the need for administrative
permissions or user interaction, easing the deployment
of strong, two-factor authentication in the enterprise.
Also, Windows 7 extends the platform support of PKINIT
(RFC 5349) to include ECC-based smart cards, allowing
the use of Elliptic Curve-backed certificates on smart
cards for Windows Logon.



Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through the Internet or network.
How does a firewall help protect my computer?

What are network locations?

@ Domain Networks (&)

@ Home or Work (Private) Networks IL:\EII

Windows Firewall state: On

Incoming connection behavior: Block connections to programs that aren't in the
allowed programs list

Active home/waork networks: Mone

Motification state: Motify me when Windows Firewall blocks a new
program

@ Public Networks (v

Windows Firewall state: On

Incoming connection behavior:

Active public networks: Contoso Web

Motification state:
program

Block connections to programs that aren't in the
allowed programs list

Motify me when Windows Firewall blocks a new

Multiple firewall profiles manage security consistently regardless of connection type

Enhanced Audit

Windows 7 improves on the audit capabilities provided
in Windows Vista, making it easier for organizations

to meet regulatory and business requirements.
Enhancements include simplified management of audit
configurations through integration with Group Policy,
why someone was granted or denied access to specific
information, and easier monitoring of the changes
made by specific people or groups.

Streamlined User Account Control

User Account Control (UAC) was introduced in Windows
Vista to help increase security and improve total cost

of ownership by enabling the operating system to be
deployed without administrative privileges. Windows 7
continues the investment in UAC with changes that
enhance the user experience and put users in more
control of their prompting experience. The number of
operating system applications and tasks that require
elevation is reduced, so standard users can do more
than before and will see fewer elevation prompts.

(More information on how UAC in Windows 7 enhances
the end user experience can be found in the Windows 7
for End Users section.)

Domain Name System Security
Extensions

The Domain Name System (DNS) is an essential
protocol that supports many everyday Internet activities,
including e-mail delivery, Web browsing, and instant
messaging. However, the DNS system was designed
more than three decades ago, without the security
concerns we face today. DNS Security Extensions
(DNSSEQ) is a set of extensions to DNS that provide

the security services required for today’s Internet.
Windows 7 supports DNSSEC as specified in RFCs 4033,
4034 and 4035, giving organizations the confidence
that domain name records are not being spoofed and
helping them protect against malicious activities.
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Windows 7 for IT Professionals:

Streamline PC
Management

Every enterprise is constantly working to stay on top of PC life-cycle issues,
which can have a direct effect on costs, service levels, user productivity, and
the ability to deliver business value. IT professionals need products that
streamline all stages of the PC life cycle, including operating system and
application deployment, ongoing management, and troubleshooting when
things go wrong.

Windows 7 was designed to meet those needs. It delivers desktop and
application deployment tools that build upon the advances made in
Windows Vista, helping IT professionals more easily manage and deliver
operating system images, provision drivers, and migrate user data and
settings. Similarly, features such as Windows PowerShell 2.0, enhanced
Group Policy, and the Windows Troubleshooting Platform help IT
professionals to better manage PCs and troubleshoot problems, enabling
them to keep users productive while working to reduce costs, maintain
compliance, and improve operational efficiency. Windows 7 also includes
several enhancements that make it easier for customers deploying virtual
desktop infrastructures. Enterprises that want to further optimize PC life
cycle management can take advantage of the advanced capabilities
provided in the Microsoft Desktop Optimization Pack.
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Easier Deployment from Windows Vista

Windows 7 enhances the desktop and application deployment
experience for IT professionals in several ways, beginning with
improvements in application and hardware compatibility that reduce
the evaluation and readiness cycle. New system imaging tools expand
upon the advances made for Windows Vista, enabling IT professionals
to manage operating system images using a single, consolidated
tool-set. Multicast Multiple Stream Transfer improves system image
delivery over the network, and Dynamic Driver Provisioning enables
IT professionals to reduce image sizes. Rolling out Windows 7 is
faster and easier through an improved User State Migration Tool and
enhancements to VHD image management and deployment.

(Note: For a detailed discussion of enhancements that support application and device compatibility, please see the

Windows 7 for End Users section.)

The Deployment Image Servicing and Management
(DISM) tool in Windows 7 provides a central place for
IT professionals to build and service Windows images
offline. DISM is a scriptable command-line tool that
combines the functionality of several offline image
management utilities provided for Windows Vista,
including International Settings Configuration (IntICfg.
exe), PEImg, and Package Manager (PkgMgr.exe).

With DISM, IT professionals can update operating
system images; add optional components; add,
enumerate, and remove third party device drivers; add
language packs and apply international settings; and
maintain an inventory of offline images that includes
drivers, packages, features, and software updates. DISM
also supports use of Windows Vista scripts against
Windows 7 system images by translating Package
Manager commands into DISM commands. DISM can
also be used to manage Windows Vista system images,
providing better troubleshooting support and improved
error reporting compared to previous tools.

With Dynamic Driver Provisioning in Windows 7, IT
professionals can reduce the size of system images
and the number of images to manage, and won't need
to update images when new hardware is introduced.
Drivers are stored centrally, separate from images, and
can either be installed dynamically based on the Plug
and Play IDs of a PC's hardware or as predetermined
sets based on information contained in the BIOS. Plug
and Play enumeration is performed when clients are
deployed, with applicable drivers from the deployment
server located and applied. Reducing the number of
drivers on individual machines reduces the number

of potential driver conflicts, ultimately speeding up
installation and setup times.



Multicast Multiple Stream Transfer

Multicast Multiple Stream Transfer in Windows 7 enables
IT professionals to deploy images across networks

more efficiently. Instead of requiring separate direct
connections between deployment servers and each
client, it enables deployment servers to “broadcast”
image data to multiple clients simultaneously. Multicast
Multiple Stream Transfer also enables servers to group
clients with similar bandwidth capabilities into network
streams, ensuring the fastest possible overall transfer
rate. IT professionals can define minimum performance
thresholds to automatically remove slower computers
from a multicast group. (This is different from standard
multicast introduced in Windows Server 2008, in which
the slowest PC “throttles” the transfer rate for all clients.)

User State Migration Tool

The User State Migration Tool (USMT) is a command
line tool that enables IT professionals to migrate user
profiles, files, and system and application settings

from one operating system installation to another. For
Windows 7, USMT adds a "hardlink migration” feature
that migrates files from one operating system to another
on the same PC without physically moving those files
on the disk, providing significant performance gains
compared to previous methods that move files. Instead,
files are indexed and redirected through the use of links
in the new operating system.

USMT for Windows 7 also reduces the need for IT
professionals to write custom XML files to control
migration by providing a dynamic algorithm that
discovers user documents at runtime. Additionally,
USMT for Windows 7 adds flexibility by enabling offline
migrations and provides support for volume shadow
copy, delivering the ability to successfully migrate files
that are being used by an application at the time of
file capture.

VHD Image Management and
Deployment

Virtual machine images have traditionally required
different management and deployment solutions than
native file-based (WIM) system images. Windows 7
enables IT professionals to use the same processes and
tools while managing WIM and VHD image files. From
an image management perspective, Windows 7-based
VHD files can be treated similarly to WIM files with
regard to offline image servicing and image-based
setup. IT professionals can manage virtual machine
images using DISM and deploy virtual machine (VHD)
files using Windows Deployment Services and multicast
deployment options. VHD files can be deployed in

an automated manner, just like WIM files, and can be
natively booted into by Windows 7.

(Note: For more information about VHD Boot in
Windows 7, see the VHD Boot section later in this guide.)
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Keep PCs Running Smoothly

One of the best ways to minimize desktop support costs is to

maintain a stable, secure desktop configuration. However, desktop
configuration management can itself be a challenge. Windows 7
builds on enhancements in Windows Vista to enable IT professionals
to more effectively manage desktop and mobile PCs. Features such

as Windows PowerShell 2.0, enhanced Group Policy, and the Windows
Troubleshooting Platform help IT professionals balance the need to
keep users productive with the continual pressures they face to reduce
costs, maintain compliance, and improve operational efficiency.

Windows PowerShell enables IT professionals to easily
automate repetitive tasks, helping them increase
consistency and be more productive. With Windows 7,
IT professionals can use Windows PowerShell and its
graphical scripting editor to write comprehensive scripts
that access underlying technologies within Windows 7.

Some of the new automation capabilities in Windows 7

include the following:

« PowerShell 2.0. Built into Windows 7, Windows

PowerShell 2.0 is a powerful, complete scripting
language that supports branching, looping,
functions, debugging, exception handling, and
internationalization. It delivers a growing set of
cmdlets that can be used to manage both Windows-
based PCs and servers.

* Windows PowerShell Integrated Scripting

Environment. PowerShell is a powerful command and
scripting engine, but it's also very approachable to the
novice scripter. The Windows PowerShell Integrated
Scripting Environment makes PowerShell even easier
to use, providing a graphical environment to write,
debug, and execute PowerShell scripts.

» PowerShell Remoting. PowerShell uses the standard
management protocol WS Management (WS-MAN) to
invoke cmdlets on client PCs. Two types of remoting
that are supported: fan-out, which provides one-to-
many remoting capabilities that allow IT professionals
to run management scripts across multiple PCs
from a single console; and one-to-one interactive
remoting, which enables IT professionals to remotely
troubleshoot a specific machine.

Script Internationalization. IT professionals can
easily localize messages and content for PowerShell
scripts using the .NET localization model. This can

be especially useful for multinational companies, in
which employees work in several different languages.



« PowerShell Restricted Shell. IT professionals
can use the PowerShell Restricted Shell to create
a custom shell, in which only certain commands
and command parameters are available to system
administrators. IT professionals also can set access
permissions (or ACLs) on custom scripts, so that
system administrators can only access scripts
to which they have been granted rights. This
increases the ability to drive automation across the
organization by enabling IT professionals to delegate
the ability to perform only certain tasks.

« Automating Group Policy. With the Group Policy
Management Console, which is available as a
separate download, IT professionals can use scripting
to manage Group Policy Objects and create/edit
registry-based Group Policy settings in Windows 7. In
this way, they can save time and avoid errors when
managing multiple Group Policies.

* Richer Logon Scripts. IT professionals can use
PowerShell to create simple yet powerful logon,
logoff, startup, and shutdown scripts that are
executed through Group Policy, enabling them to
configure PCs in @ more advanced manner than by
using simple batch files.
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Keep PCs Running Smoothly

Windows 7 enables IT professionals to flexibly manage
PCs that are disconnected from the corporate network,
limit which applications users can run, require removable
storage devices to be encrypted, and more granularly
audit user activity.

Management Beyond the Network. Organizations
that use DirectAccess to provide users with seamless
remote access to corporate resources using an Internet
connection also can manage remote PCs more effectively.
For example, Group Policy can be updated, PCs can

be accessed using Remote Assistance, and enterprise
management tools can deliver software and updates.

Group Policy Improvements. Windows 7 provides
more comprehensive Group Policy settings, enabling

IT professionals to better configure and manage user
PCs. Additional settings are provided for security

and data protection, and new scenarios that can be
managed using Group Policy include BitLocker To Go,
more granular auditing, and AppLocker. In addition, an
improved administrative experience for Group Policy
helps IT professionals take advantage of predefined
best practices, further automate their activities, and use
Group Policy Preferences (discussed next) to extend the
range of managed settings.

« Group Policy Preferences. Group Policy Preferences
extend the reach of what Group Policy can manage
and how settings are applied. With Group Policy
Preferences, system administrators can manage
Windows components that are not Group Policy-
aware, such as mapped network drives and desktop
shortcuts. Windows 7 contains new Group Policy
Preferences for flexible power management and
more advanced task scheduling. Group Policy
Preferences can also be used to deploy registry
settings for managing applications. System
administrators can even create custom Group Policy
Preferences extensions.

Unlike traditional Group Policy settings, Group Policy
Preferences are not "enforced.” Rather, they are
treated “defaults” that users may be able to change.
Preferences can be configured to reapply preferred
settings every time that standard Group Policies are
applied (if the user has made a change), or to use
the preferred setting as a baseline configuration
that the user can permanently change. This gives

IT professionals the flexibility to strike an optimal
balance between control and user productivity.
Group Policy Preferences provides additional
flexibility by enabling system administrators to
configure unique settings for different groups of
users or PCs within a single Group Policy object,
without requiring WMI filters.

Starter Group Policy Objects. Starter Group

Policy Objects in Windows 7 are collections of
preconfigured administrative templates that

IT professionals can use as standard baseline
configurations to create a live Group Policy Object.
They encapsulate Microsoft best practices, containing
recommended policy settings and values for key
enterprise scenarios. IT professionals also can create
and share their own Starter GPOs based on internal
or industry regulatory requirements.

URL-Based Quality of Service. System
administrators today prioritize network traffic

based on application, port number, and IP address.
However, new initiatives such as software-as-a-
service introduce the need to prioritize network
traffic in new ways. Windows 7 provides the ability
to implement Quality of Service based on URL. URL-
based QoS is configurable through Group Policy,
giving IT professionals the capabilities they need to
more finely tune their networks.



Troubleshooting and Support

Windows 7 provides richer built-in troubleshooting
capabilities, enabling end users to resolve more
technical issues on their own—uwithout having to call
the help desk. If a call to the help desk is unavoidable,
Windows 7 gives IT professionals the tools they need to
resolve the issue quickly.

Problem Steps Recorder

A new feature in Windows 7, the Problem Steps Recorder
can aid IT professionals in troubleshooting application
failures. It allows end users to reproduce and record their
experience with an application failure, with each step
recorded as a screen shot along with accompanying logs
and software configuration data. Problem Steps Recorder
then produces a compressed file that can be sent to
support staff to troubleshoot the problem.

Windows Recovery Environment (Windows RE)
With Windows Vista, IT professionals and OEMs had
to take extra steps to deploy the Windows RE partition
(which supports functions such as System Restore

and Startup Repair). Windows 7 automatically installs
Windows RE into the operating system partition by
default, so that all users will have access to it.

Windows Troubleshooting Platform

Windows 7 delivers a comprehensive, extensible
troubleshooting platform that uses a PowerShell-based
mechanism to troubleshoot problems. Key components
of the Windows Troubleshooting Platform are:

« Windows Troubleshooting Packs. Windows
troubleshooting packs are collections of PowerShell
scripts and related information. Troubleshooting
packs can be executed remotely by IT professionals
from the command line, and enterprises can control
troubleshooting pack execution through Group
Policy settings. Troubleshooting Packs can be easily
authored by OEMSs, ISVs, and IT professionals to
address needs specific to their infrastructures or
applications. Troubleshooting packs are packaged
into CAB files for simple deployment to PCs across
the enterprise.

« Windows Troubleshooting Toolkit. The Windows
Troubleshooting Toolkit provides a graphical
environment to assist IT professionals and third-
parties in building rich troubleshooting packs. It links
to the PowerShell Integrated Scripting Environment
to facilitate the authoring of detection, resolution and
verification scripts. The Windows Troubleshooting

Toolkit also includes a single-click, compile-

and-run feature, which enables the author of a
troubleshooting pack to easily compile it, sign it with
a certificate, package it into a CAB file, and even test
it—all by pressing a button in the toolkit's GUI. The
Windows Troubleshooting Toolkit is provided as part
of the Windows 7 Software Development Kit (SDK).

Unified Tracing

Problems with network connectivity can be very difficult
for IT professionals to identify and resolve. While the
network diagnostics included in Windows can resolve
many problems for users and help avoid support
calls, there are always cases for which assisted support
is required. Before Windows 7, each networking
component had its own method for tracing and
collecting the information needed for troubleshooting,
often with different output formats. This made it
difficult for IT professionals to collect and analyze all
of the information needed to solve the problem, often
requiring several cycles of problem reproduction and
data collection.

Unified Tracing provides a single tool for determining
what’s happening in the Windows 7 networking stack,
making it much easier for support professionals, system
administrators, and developers to diagnose and solve
problems. It collects event logs and captures packets
across all layers of the networking stack using only
in-box tools, and groups the data into activities across
individual components.

Remote Access to Reliability Data

Windows Vista introduced the Reliability Monitor, a
graphical tool that correlated overall system stability and
events such as application or device driver installations and
system failures. This tool proved helpful in guiding support
staff to identify the cause of many common problems.

Windows 7 provides programmatic access to reliability
data through Windows Management Instrumentation
(WMI), enabling IT professionals to remotely access that
data for one or many PCs using Windows PowerShell,
System Center Configuration Manager, System Center
Operations Manager, and third-party management tools.
In this way, IT professionals can easily check stability
status and view recent events remotely, reducing the
time it takes to solve problems.
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Better Support for Client Virtualization

Virtual Desktop Infrastructure (VDI) enables user desktops running in
virtual machines on centralized servers. VDI provides an alternative

to traditional desktop environments for non-mobile workers, with
benefits that include flexibility (including user access from multiple
locations) and increased business continuity. Key issues with VDI today
are total cost of ownership (because VDI requires a significant upfront
investment in servers and infrastructure) and the quality of the user
experience, which is delivered over the network.

Windows 7 delivers improvements in both of these areas—including
richer remote graphics and improved performance and reliability—
when coupled with Windows Server 2008 R2 Hyper-V. Also, through
the introduction of direct VHD boot, Windows allows IT professionals
to use the same image to deploy a virtual desktop as they use to
deploy a typical PC.

Windows 7 delivers a richer experience when users VHD boot is a feature of Windows 7 that helps ease the

are connected to a virtual desktop—closer to the
experience provided by a local Windows desktop. Some
of the ways the user experience is improved include:

« Graphics. Windows 7 provides multi-monitor
support for virtual desktops. This enables enterprises
to realize the benefits of VDI in scenarios such
as financial trading, where users need to view
information on multiple physical monitors. Other
graphics improvements include remoting of the Aero
user interface and more fluid video performance with
Windows Media Player. Specifically engineered 3-D
applications are also remoted more efficiently.

Audio. Support for bidirectional audio enables

the use of microphones, meaning that remote
desktops can use functionality such as VOIP speech
recognition, and unified communications. Improved
audio playback over low-latency connections helps
mitigate A/V synchronization issues when remoting
multimedia content.

Devices. Users can easily print to a local printer from
their client PCs while operating in a VDI environment,
without the need to install printer drivers on the server.

transition between virtual and physical environments,
enabling enterprises to reuse the same master image
within a VDI infrastructure and on physical PCs. For
example, imagine a call center with 100 users who work
remotely through VDI, but need the same desktop images
as their counterparts who work onsite using traditional PCs.
This capability is designed for users in a highly managed
environment and is best used with technologies such as
Folder Redirection and Roaming User Profiles so that the
user’s state is not stored in the image.

In Windows 7, deployment tools such as WDS also
support deployment and servicing of VHD files.
Although this technology opens up new deployment
scenarios, there will not be 100% parity in the end-
user experience between WIM and VHD. This is why
Microsoft only recommends physical deployment of
VHDs to desktops in highly managed environments.



Windows 7 for IT Professionals:

On-Going Value From
the Microsott Desktop

Optimization Pack

In addition to providing new enterprise benefits in each release of
Windows, Microsoft regularly delivers new enterprise technologies through
the Microsoft Desktop Optimization Pack for Software Assurance (MDOP).
IT professionals can take advantage of MDOP technologies today to move
closer to a fully automated desktop environment, easing the transition to
Windows 7.

Technologies provided in the Microsoft Desktop Optimization Pack are
described below.
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Microsoft Application Virtualization

With Microsoft Application Virtualization, enterprises

can deploy software applications that are never installed
and never require regression testing, yet follow users
anywhere, on demand. Windows-based applications

are turned into centrally managed virtual services that
are delivered to any desktop or laptop client worldwide.
Application virtualization in MDOP complements the
Virtual Desktop Infrastructure capabilities in Windows 7,
enabling applications to be streamed to either physical or
virtual desktops.

Microsoft Application Virtualization enables IT
professionals to deploy new applications in days
instead of months, without worrying about whether
the application will play nicely with other programs.
This helps IT professionals be more responsive to an
organization’s needs, such as automating business
processes or increasing user productivity.

The application isolation provided by Microsoft
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Application Virtualization can deliver exciting benefits,
turning traditional Windows applications into services.
Users can run applications locally without installing
them, including multiple versions of the same
application, and can benefit from roaming and free-
seating. IT professionals will benefit from more flexible
deployment models, reduced regression testing to
avoid application-to-application conflicts, simpler and
faster application and operating system migrations, and
increased application support capabilities.

Application virtualization also simplifies upgrades

to future versions of Windows. A company that
virtualizes and streams all of its applications will be

able to upgrade to a new version of Windows—such as
Windows Vista or Windows 7—and make all end-user
applications available to those users as soon they logon
for the first time.
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Side-by-side isolation enables each application to have its
own virtual registry and run in its own virtual environment



Microsoft Asset Inventory Service

Effectively managing software-asset inventory is vital to
ensuring compliance and optimizing IT budgets, and

an accurate inventory of the applications used by a
company is a necessary first step in planning an upgrade
to a new version of Windows. The Microsoft Asset
Inventory Service helps address those needs through

its advanced software inventory scanning capabilities,
using a robust database of software titles that enables
application data to be translated into useful, IT-friendly
information for access on-demand. Delivered as an easily
administered, hosted service, the Asset Inventory Service
is accessible from virtually anywhere in the world, making
it easy for IT professionals to provide reports to others
within an organization—even if they're not technical. It
also supports remote users, telecommuters, and branch
office scenarios.

With the Asset Inventory Service, IT professionals can
quickly and easily identify installed applications that
contradict corporate policies. Its rich categorization

and intelligence features can be used in a broad variety
of ways—from forecasting organizational needs to
identifying individual computers for recovery and
troubleshooting. Other key benefits provided by the
Asset Inventory Service include ease of deployment, the
ability to rapidly realize results, and low initial investment.
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Asset Inventory Service management console
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Microsoft Advanced Group Policy Management

Microsoft Advanced Group Policy Management

Microsoft Advanced Group Policy Management enables
IT professionals to take control of user desktops
through effective change management, versioning, and
rollbacks—all based on Group Policy Objects and a
robust, role-based administration and delegation model.
Not only can Advanced Group Policy Management help
IT professionals take advantage of the power of Group
Policy in the current version of Windows running on
user PCs, but it will also help them to more fully take
advantage of the new Group Policy enhancements in
Windows 7.

With Advanced Group Policy Management, IT
professionals can reduce the possibility of errors and
better respond to requests to implement new or
modified policies. It can even help bridge organizational
gaps, such as departmental policies that may prevent
desktop administrators from managing user PCs using
Group Policy when server Group Policy Objects are
managed by server administrators.

Advanced Group Policy Management acts as a native
extension to the Group Policy Management Console



Microsoft Diagnostics and Recovery Toolset

The Diagnostics and Recovery Toolset enables IT
professionals to quickly diagnose critical infrastructure
problems. It provides advanced diagnostic tools that
automate many complexities of the troubleshooting
process, so that organizations can begin to turn
troubleshooting into a well-documented process.

The Diagnostics and Recovery Toolset complements
the capabilities provided by the new Windows
Troubleshooting Platform in Windows 7, which is
designed to resolve common issues when Windows 7
is running. IT professionals can use the Diagnostics and

Recovery Toolset to quickly diagnose and fix more severe
issues, such as repairing unbootable or locked-out
systems, recovering users’ PCs without having to wipe
and reload the operating system, restoring lost data,
diagnosing system and network issues, and removing
malware from infected systems while the systems are
safely offline. These capabilities can help IT professionals
keep users productive and reduce help desk costs.

Service and Driver Manager ) File Sharing/Map Network Drive

Regedit

System Restore

Disk Managemeant Hot fix Uninstall

Event Log

File Restore

Computer Management Crash Analyzer Wizard

System Info

Locksmith

Command Prompt Disk Commander

Search

Disk Wipe

Numerous tools enable IT professionals to diagnose and
repair problemsGroup Policy Management Console
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Microsoft System Center Desktop Error Monitoring

Microsoft System Center Desktop Error Monitoring

Microsoft System Center Desktop Error Monitoring
helps IT professionals proactively identify problems with
applications and system components that may cause
user PCs to crash or hang. It provides a scalable, low-
cost, enterprise-ready solution for granular error filtering
and alerting. Through its agentless crash monitoring
technology, this tool can help identify the impact,
probable cause, and means of resolution for failures.

System Center Desktop Error Monitoring provides tools
and information to help IT professionals understand

the environments in which users are working and
proactively make user desktops more stable and reliable.
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Business users are more productive because many
issues can be identified and fixed before they cause
problems. And when users do need assistance, the help
desk will have the information needed to diagnose and
fix the problem.
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Desktop Error Monitoring reports application crashes and hangs



Microsoft Enterprise Desktop Virtualization

With Virtual Desktop Infrastructure and Windows 7, user  solution for desktop virtualization. IT professionals
desktops are remotely hosted. Another type of desktop ~ can take advantage of Microsoft Enterprise Desktop

virtualization is client-hosted virtualization, where an Virtualization to deliver a seamless user experience
instance of Windows runs within a virtual machine—on  regardless of local desktop configuration and operating
top of a version of Windows running locally on the system. Microsoft Enterprise Desktop Virtualization

user’s PC (for example, running an instance of Windows  can help IT professionals address applications that are
XP Professional within a VM on a Windows Vista PC for ~ incompatible with installed desktop operating systems
application compatibility purposes.) and accelerate operating system upgrades.

Microsoft Enterprise Desktop Virtualization enhances the
deployment and management of Microsoft Virtual PC
images on a Windows desktop, providing an enterprise
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Applications installed in the VM appear on the
desktop, as if they were running locally
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Note: The following is provided as a brief introduction of the benefits that
Windows 7 will deliver to the ecosystem. More comprehensive documents
focused on each type of partner will be published separately.

Early and ongoing conversations with OEMs, device manufacturers,
and software developers have shaped the plans for Windows 7, and
enabled Microsoft to deliver platform technology that provides new
opportunities for partners and better end-to-end experiences for end
users and IT professionals.



116

Windows 7 for the Ecosystem
Benefits to OEMs

In conversations with OEMs throughout the design process, a few
themes emerged. OEMs want more opportunities to differentiate their
Windows PCs and help their brand stand out. They want Windows 7 to
provide great support for the advanced hardware they plan to feature
on new PCs. And they want Windows 7 to help them reduce costs in
critical areas such as manufacturing and support. Microsoft took this
feedback seriously, and offers new platform opportunities in Windows 7

for our OEM partners.

Enable Differentiation. Windows 7 brings together
hardware and software to help OEMs stand out. It
elevates the OEM brand throughout the first experience,
offers highly visible extensibility points for OEM value-
added software, and provides a unique set of build-to-
order opportunities for online user personalization at
the time of purchase. In Windows 7, OEMs have more
entry points for value-added software, and those entry
points are more tightly integrated into the fundamental
experiences of the PC. Similarly, the Windows Live Wave
3 platform and programs enable OEMs to customize
value-added service offerings, with more choice in
online services and the opportunity to brand and
extend those services.

Windows 7 has been designed with a strong focus

on fundamentals, such as performance, battery life

and reliability. However, great fundamentals can't be
delivered by software alone; responsive performance,
long battery life, and rock-solid reliability depend on
hardware and software working together. Microsoft has
been working closely with OEM partners throughout the
design and development of Windows 7 to ensure that
they can take advantage of its many enhancements to
deliver PCs with outstanding fundamentals.

New Form Factors and Premium Hardware.

Windows 7 delivers great in-box support for new form
factors and advanced hardware. New multi-touch
capabilities will help drive sales of premium touch-
enabled computers and Tablet PCs. An enhanced device
experience will increase demand for devices, accessories,

and peripherals. And the high-fidelity graphics and
many multimedia-related enhancements in Windows 7
will help make media-focused PCs even more attractive
to consumers.

Help Lower Costs. Windows 7 builds upon the tools
and processes introduced with Windows Vista to

help OEMSs reduce manufacturing and support costs.
New deployment tools are designed to provide more
flexibility in manufacturing environments and increase
speed and efficiency on the manufacturing floor. A

new Deployment Image Servicing and Management
(DISM) tool replaces several previous tools, making it
easier for OEMs to add and remove packages, manage
drivers offline, and update a Windows Pre-installation
Environment (PE) image. Windows 7 and DISM also
enable OEMs to upgrade an image to a higher edition
of Windows 7 offline, without booting into the operating
system image. In response to OEM feedback, Windows 7
will be delivered as a single image—separate images
are not needed for each edition or “SKU". The end result:
OEMs will need to service fewer edition-based images.

The extensible diagnostics platform in Windows 7
provides a new vehicle for OEMs to reduce support
costs. OEMs can provide their own diagnostic packages
in-box or can make diagnostic packages available for
customers to download, so that customers and support
personnel can more easily and precisely diagnose and
fix common problems.



Windows 7 delivers significant enhancements in the device experience,
providing compelling new value for device makers as well as end
users. Partnership with device makers was a key focus while designing
Windows 7, and many decisions were made based on device
manufacturers’ feedback and insights. As such, Windows 7 is poised to
address some of the key issues facing the device ecosystem today.

Compatibility, Reliability, and Ease of Use. The

device experience in Windows 7 is designed on existing
connectivity protocols and driver models to maximize
compatibility with existing devices. The Devices and
Printers control panel gives users a single location to find
and manage all the devices connected to their Windows 7
PCs—and provides easy access to device status,

product information, and key functions such as faxing

and scanning to enhance and simplify the customer
experience with a Windows 7-connected device.

Connectivity. Seamless user experiences begin with the
ability to connect devices easily. Windows 7 shows users
all wireless devices available for them to install and
use—they simply pick a device, confirm the connection,
and start using it. Users can install and use a Certified
Bluetooth, Windows Connect Now, or network-
connected device in just a few minutes and, regardless
of which connection method the user chooses, the PC
always sees it as the same device. Additional drivers

are retrieved automatically from Windows Update,

and, when appropriate, users are given an option

to download and install additional applications for

the device. All of this helps reduce support calls and
increase customer satisfaction.

Differentiation and Branding. For some common
devices such as multifunction printers, cell phones,
portable media players, and digital still cameras,
Windows 7 provides an enhanced experience, called
Device Stage. Device Stage provides users with an

easy new way to access devices and advanced options
for managing them, with devices in use shown on the
taskbar with a photo-realistic icon. This taskbar icon can
include quick access to common device tasks, as well

as status indicators that let users quickly discern battery
status, device synchronization status, remaining storage
capacity, and so on. Device makers can customize this
experience to highlight device capabilities and branding,
and can include links to product manuals, additional
applications, community information and help, or
additional products and services such as ring tones,
photo printing, and print cartridges.
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Benefits to Developers

Developing software has never been more exciting. The world

has never been more connected and interactive, with advances in
connectivity, mobility, natural interfaces, graphics, and media enabling
software developers to support new scenarios, enhance the user
experience, and further differentiate their services and solutions.
However, developers also face pressure to deliver more in less time—
and to optimize the security, reliability, performance, interoperability,
flexibility, and power consumption of their applications.

The Windows 7 operating system is the essential platform for
developers, enabling them to deliver innovative, intuitive applications
that are mobile-aware, connected, and high-fidelity. Windows 7
provides a flexible, complete foundation that empowers software
developers to differentiate themselves from the competition, maximize
investments, and generate new revenues.Enhancements in Windows 7
also make it easier for developers to enhance the performance,
reliability and security of their applications.

Build on a Solid Foundation. Great user experiences
start with a solid foundation, and Windows 7 provides
just that. Windows 7 focuses on the fundamentals—
ensuring that the operating system is reliable and
compatible, and works with the applications and devices
people use today. Improved resource management

and system performance make the operating system
nimbler and more responsive. Fundamental security
enhancements, along with more streamlined User
Account Control, maintain stability and safety while
minimizing user interruptions. Windows 7 also helps
developers be more productive, with improved
debugging tools, data and documentation to accelerate
software development, and an enhanced MSI engine
that makes deployment easier and more manageable.

Enable Richer Application Experiences. Windows
7 offers new capabilities that help developers create
products that make the most of today’s hardware and
deliver exciting new innovations to customers. Multi-
touch, ink and gesture support, along with improved
handwriting and speech recognition, make it easier

for developers to add new input capabilities to their
applications. A new taskbar, destinations and shell
integration enhance discoverability and usability for all
applications. New controls and APIs help developers
easily add Ribbon-style controls, menus and galleries.
And developers can more easily take full advantage of
today’s hardware capabilities, with high-fidelity graphics
and media, enhanced performance through multi-core
functionality, and Device Stage, which enables new
software experiences for the wide range of devices
people use every day.

Deliver the Best of the PC and the Web. Windows
7 is designed to be the best platform for services that
span the PC, the Web and the devices people use
every day. It enables developers to write once, and
run anywhere: they can build for the Web with Internet
Explorer 8, add rich media with Silverlight and extend
their experiences to the rich client with Windows
Presentation Foundation—all using the same familiar
platform and tools. The Windows Web Services API
enables developers to create powerful Web services
with minimal effort. And, Federated Search and
accelerators help them extend Web-based capabilities
to the client—and vice versa.





